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Session 1 – Keynote Talk 1
Chair: Eduardo Tovar

Temporal, Functional, and Diagnostic Analysis in Sensor
Networks
Tarek Abdelzaher
University of Illinois at Urbana-Champaign, USA
Abstract: Sensors networks are a precursor of distributed cyber-physical systems; an emerging
category of distributed systems marked by increased interactions with an external physical
environment and the convergence of computation, communication, sensing and control. Analysis of
temporal and functional behavior of such systems is complicated by virtue of distribution and
interactions among large numbers of computational, communication, and physical components. This talk
envisions cyber-physical systems of the future, presents challenges in analyzing their behavior,
discusses instances of bad component interactions, and highlights tools for diagnosing root causes of
problems. Application examples are given from common sensor networks software, as well as recent
experimental deployments. Emerging solutions are covered that range from a new schedulability
analysis theory for distributed systems to the application of data mining techniques for exploring
anomalous behavior. The talk concludes with recommendations for future research on cyber-physical
computing.

Session 2
Chair:

Towards Optimised Retransmission Reservation in Real-Time Wireless TDMA
Mark Gleeson
Distributed Systems Group
Department of Computer Science
Trinity College Dublin
Ireland
gleesoma@cs.tcd.ie

Abstract—Providing real-time guarantees in wireless networks requires the reservation of transmission time not only for
transmissions but also for retransmissions. Retransmissions are
required to ensure that real-time reliability targets are achieved
due to the unreliable nature of the wireless medium.
Simplistic approaches such as immediate retransmission over
a number of times are wasteful in terms of available transmission time and bandwidth. We propose a resource allocation
and retransmission mechanism that takes into account the
independence of transmissions to different destinations and the
characteristics of the occurrence of burst errors.
In our evaluation, we will show that we are able to reduce
the time that must to be reserved for retransmissions by
exploiting the knowledge about destinations of transmission
and the rearranging of transmission schedules.

I. I NTRODUCTION
Our real-time medium access control protocol, Hierarchical Distributed Time Devision Multiple Access, HD-TDMA,
provides stations with a mechanism to reserve a transmission
slot in a TDMA cycle in a wireless ad hoc network.
In order for stations to satisfy real-time requirements for
transmissions, an admissions component needs to verify that
sufficient transmission time is available to satisfy a requested
reliability. The calculation of the required transmission time
needs to take into account the number of retransmissions
that may be required to achieve a given reliability.
The shared nature of wireless medium allows transmissions to be interfered with by transmissions from other
sources or general noise in the environment. The interference from other transmissions is generally addressed by
employing protocols such as Time Division Multiple Access
(TDMA) [1]–[3]. The remaining interference is through
noise in the environment takes the form of burst errors of
varying durations [4], [5].
In the presence of burst errors, the attempt to immediately
retransmit a failed frame has a high probability of failure as
the burst error condition that has caused the failure may
still be present. Carrier Sense Multiple Access (CSMA)
protocols, which view all frame loss as being caused by
contention, will attempt to resend a failed frame immediately
or after a slight pause.
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This approach to retransmission may be adequate for communication over shared wired media where transmissions
to two different stations will use the same medium and be
exposed to the same environmental factors.
However, where a wireless medium is in use this may not
be the case. On a wireless medium, signals to two stations
in different locations may propagate over different paths and
encounter different environmental factors. This means that
even though a transmission to one station may fail because
of environmental factors, a transmission to another station
will not be affected by these factors.
Based on this observation, we propose a protocol that
takes into account the specific characteristics of the wireless medium and attempts to reorder transmission queues
following failed transmissions. It will react to the failure of
a transmission by postponing transmissions to a given station
and promoting transmissions to the front of the queue that
have a higher likelihood to succeed.
In order to support the retransmission of frames, a station will require additional transmission time. Our protocol
employs a probabilistic admission control process to ensure
that sufficient time is reserved for retransmissions to satisfy
a requested delivery reliability.
We propose an approach based on binomial distribution
which minimises the transmission time resources that must
be allocated to meet real-time reliability guarantees by
clustering transmissions not only by destination but also by
similar probability.
In this paper, we focus on the description of the admission
control process and the analytical reasoning behind the time
that is reserved for retransmissions. For a complete description of the protocol framework, please see our technical
report [6].
The remainder of this paper is laid out as follows: In section II, we will present a brief overview of our HD-TDMA
protocol. Section III discusses the causes of transmission
failures. This will be followed by an analytical discussion
of the time that needs to be reserved for retransmissions in
section IV. In section V, we will present an evaluation of our
protocol and in section VI, we will present our conclusions
and possible future work.

II. OVERVIEW OF HD-TDMA
The basic structure of the HD-TDMA MAC protocol
consists of a TDMA-slotted structure. Each slot is of fixed
duration and may contain an arbitrary number of transmissions, thus facilitating variable frame sizes and the ability
to implement acknowledged and unacknowledged transmissions. Each transmitting station is allocated at least one slot
within which it can transmit a number of frames.
Application API

Admissions Control

Membership Service
Transmission Control

on factors such as frame size, transmission speed, reliability
requirements and number of frames. An evaluation is made
at the point of admission based on the characteristics of
currently admitted frames and the frame seeking admission.
As a contention free transmission schedule is place, any
transmission failure which occurs must be attributed to
a dynamic propagation effect. Each failure to receive an
acknowledgment or receipt of negative acknowledgment
provides the scheduler with channel information.
The admissions control process also considers real-time
requirements such as deadlines. All frames that are to be
accepted, must have a deadline later than the end of the slot
time as to allow reordering of transmissions within a slot at
runtime.
III. B URST E RROR C HARACTERISTICS

HD-TDMA MAC

Figure 1.

High level view of system

Figure 1 shows the basic layout of our communication
architecture. It consists of a MAC layer, a membership service, a combination of an admission and transmission control
and an API to interface with both the membership service
and the admissions control mechanism. The admissions and
transmission control together implement a localised decision
process and control together with the membership service
the operation of the underlying MAC layer.
A. Slots
Figure 2 illustrates a possible configuration of a HDTDMA cycle with an N-slot TDMA cycle, the contents
of one slot having been expanded. Transmissions within a
slot begin with a compulsory beacon frame. Subsequently,
a number of frames of varying sizes are sent, followed by
space reserved for the recovery from transmission failures.
Slot N - 1

Slot 0

Burst errors are characterised by two separate distributions: Firstly, a distribution of occurrence. Burst errors occur
intermittently with a significant time between each burst
event. Secondly, a distribution of the length of a burst upon
occurrence which has been found experimentally to follow
a long-tailed distribution [5].
We consider a channel to be similar in nature to the contention and collisions found in a multiuser, random access
communications system. A non real-time data network is
characterised by low bandwidth utilisation with occasional
random periods of varying but short duration in comparison
to the idle time of heavy utilisation. This aligns with
• Errors occur in bursts
• Random occurrence
• Lack of global knowledge
• Burst errors are detected as frame losses just like
collisions and contention
Instead of contending with other stations, we are contending with the medium itself. Since the path to each station is
different, the propagation effects will also be different. We
consider the medium characteristics to be independent for
each station.
A. Dependence of Transmissions
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Frame
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B. Admissions Control
We employ a probabilistic admissions control protocol to
ensure sufficient transmission time is reserved to accommodate an estimated number of retransmissions. The transmission time reserved for retransmissions will vary depending

If a transmission is made by station A to station B and
that transmission fails a retransmission will be required.
If a retransmission happens within a short time frame of
the failed transmission, there is a greater probability that
the transmission will also be lost due to the dynamic
behaviour of a channel, bursty error or channel fading due
to propagation effects. Practical evaluation by Willig et al
[5] showed a 0.71 probability of a further failure following
a failure for the evaluated scenario; highlighting the lack of
independence of transmissions following a failure.
IV. C ALCULATION OF T RANSMISSION T IME
We consider a fully connected single hop wireless communication structure. All stations are within communication

range of each other. As previous work has shown [8], [9],
a statistical independence exists for transmissions to two
destinations as a result of different propagation paths. Therefore the probability of a successful transmission, psuccess
will vary depending on the source and destination of a
transmission. For transmissions between three stations, a,
b and c independence results in the following: psuccessab 6=
psuccessac and as wireless communication is not symmetric,
psuccessab 6= psuccessba
In an unacknowledged communication system, for a
given probability of an error, the number of transmissions
required to achieve a defined level of reliability can be
determined. However, even if the first attempt succeeds, all
the transmissions must be completed as there is no positive
feedback as to the success of any individual transmission
attempt. We consider a scenario, where all transmissions
are acknowledged: thus when an acknowledgment frame
is received correctly, no further transmission attempts are
made.
We discuss three approaches to determine the number of
transmissions required;
• Dedicate time for each individual frame, so that the
frame in question may be sent a number of times to
meet the reliability requirement.
• Pool the transmission resources for all frames destined
for the same destination through the application of
binomial distribution.
• Cluster transmission resources for destinations with
similar probabilities.
As we combine the transmission requirements, we aim to
continue to meet the reliability requirements of transmissions
while progressively reducing the overall transmission time
allocation for retransmissions.
A. Individual Transmissions
For an acknowledged transmission to be received correctly with probability ptarget , different probabilities need
to be assigned to each element of the communication: the
transmission ptx , the failure of the acknowledging station,
pnode f ail as well as the probability of the successful
reception of the acknowledgment frame pack . These can
be combined to give the probability of an error perr as in
equation 1.
perr = (1 − ptx )·pnode

f ail ·(1 − pack )

(1)

Given that the medium is unreliable, upon failure to
receive an acknowledgment, a number of retransmission
attempts may be required. Transmission resources must be
reserved in advance based on the observed reliability of
communication to the destination in question, in order to
meet the reliability requirement of the frame. Thus following
nattempts attempts the probability that no attempt will have
succeeded, pf ail is given by equation 2.

attempts
pf ail = pnerr

(2)

Alternatively by taking logs of equation 2 expressed in
terms of attempts, nattempts , substituting 1 − ptarget for
pf ail , equation 3 is arrived at.


log(1 − ptarget )
= nattempts
(3)
log(perr )
The suboptimal nature of this result is clear by the
requirement to round up nattempts to an integer value.
B. Transmissions to Same Destination
Considering each frame separately results in excessive
resource requirements. We therefore seek to group frames
to the same destination together. As there maybe more than
one frame, a binomial distribution may be used similar to the
approach by Demarch et al [10]. The binomial distribution
requires each attempt be a Bernoulli trial, such that each
transmission be independent from previous attempts and that
the probability of each attempt is constant.
However, wireless communication is subject to significant
temporal variations in transmission reliability due to issues
such as channel fading, channel propagation, mobility, etc.
In the context of our MAC protocol HD-TDMA [6] a per
destination deferral process is utilised within each transmission slot following a failure, restoring independence between
attempts and enabling the use of a binomial process.
We introduce the following assumptions:
• All frames have the same length
• All frames are acknowledged
• Frames to the same destination have the same probability of success
As positive feedback exists through the acknowledgment
frame when a transmission is successful, the goal is to obtain
at least k successes from n possible attempts, where k is the
number of frames to be transmitted. For each destination
we model this problem using a binomial distribution. The
probability that exactly y transmissions from n attempts will
succeed, is given by equation 4.
 
n y
psuccess =
p (1 − p)n−y
(4)
y
Forming the cumulative density function, we sum the
probabilities of all valid results, where the delivery requirements are satisfied, e.g at least k successes.
n  
X
n y
psuccess =
p (1 − p)n−y
(5)
y
y=k

Our goal is to minimise the transmission resources, we
allocate in advance of transmission. By an iterative approach
the target value of ptarget is achieved by increasing the value
of n, the value of psuccess achieved will exceed ptarget by

small amount. For equal psuccess , n will be less than or equal
to the sum of transmissions as determined by equation 3, or
for equal n, psuccess will be greater in the binomial approach
than the individual approach.
This calculation is repeated for each destination and
the sum of n determined, which is the total number of
transmissions required to meet the reliability requirement
and thus the time that must be reserved by the admissions
control process is known.
C. Varied Probabilities
The probability delivered by adopting the iterative approach in the previous section will be greater than or equal
to that required as the number of transmissions is an integer
value. We define this excess to be the residual;
residual = ptarget − psuccess

(6)

While this represents the optimal solution for a single
destination, for multiple destinations the sum of residuals
becomes significant.
An initial setup cost also exists within the binomial distribution, as the number of frames to be transmitted increases
the ratio between transmissions and retransmissions reduces.
With these two concerns in mind we propose an approach
to minimise the number of transmissions calculated to maintain the target reliability.
For transmissions to two stations, a and b, where the
probability of transmission success are equal such that,
p = pa = pb , the application of equation 5 will result
in na and nb transmissions respectively, where ya and yb
successes where required. If combined as a single binomial
distribution the overall number of transmissions is given by
equation 7 as nab .
nab
X




nab
p(ya +yb ) (1 − p)(n−ya −yb )
ya + yb
ya +yb =k
(7)
As a result of the residual factor and the setup cost of the
binomial, it can be shown empirically that equation 8 holds
for pa = pb independent of the number of transmissions
made by hosts a or b.
psuccess =

nab ≤ na + nb

(8)

We may state that for an unknown value of  ≥ 0, equation
8 continues to hold.
pb = pa + 

(9)

We propose a search algorithm to cluster groups of
destinations with similar probabilities together applying the
binomial distribution to the cluster using the lowest probability of success of cluster members.

The clustering algorithm is based on a progressive clustering of destinations or groups of destinations with similar
transmission success probabilities. The algorithm begins
with each destination considered to be a cluster with a
single member, the sum of transmissions required in this
case replicates the outcome of section IV-B.
Each round of the algorithm identifies the cluster pair
with the least difference in transmission success probability
and merges them. A hierarchy is formed by progressively
merging clusters in this manner. Within each cluster the destination with the lowest transmission probability becoming
the cluster head.
Equation 5 is applied after each round to determine the
number of transmissions, with the probability of the cluster
head as the p parameter and where y is the sum of frames
to be transmitted by all cluster members.
As the lowest probability within the cluster is used as
an input into equation 5 the reliability requirements of all
cluster members are ensured. After each cluster is formed
the overall sum of transmissions across all clusters is determined.
The clustering algorithm continues until there exists only
one cluster, that all destinations are considered together
using the lowest transmission success probability within
the cluster. The lowest calculated sum of transmissions
determined during the clustering process is returned. This
value is ensured to be less than or equal to the result of
section IV-B.
D. Alternative Approaches
The approach proposed in section IV-C requires a computationally significant search with no stopping condition
when the optimum solution is found.
An alternative approach is to model the distribution of
probabilities of transmission success as a continuous beta
distributed variable allowing the application of the beta
binomial distribution [11].
However, real-time guarantees would have to be weakened
to consider transmissions over a number of slots in order to
form a sufficiently continuous function to employ a beta
distribution.
V. E VALUATION
Our evaluation compares the three options presented in
section IV, where each transmission is considered separately,
where transmissions to each destination are considered as a
group and where the clustering approach was employed.
The scenarios consider between 3 and 5 destinations
seeking to transmit either 1 or 2 frames each, table I lists
the number of frames for each destination for 6 scenarios.
Each scenario consists of 100 trials in which each destination is assigned a random probability of success between
0.45 and 0.95. The total number of transmissions required to
meet the target reliability of 0.95 is then calculated. Results
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are presented ordered by the transmission count determined
for the individual case.

By Destination
20

Clustered

18

Table I
S CENARIO PARAMETERS

Dest 1
1
1
1
1
2
1

Dest 2
2
2
2
1
1
1

Dest 3
1
1
2
1
2
1

Dest 4
0
1
0
1
0
1

Dest 5
0
1
0
0
0
1

Number of Traansmissions

Set
a
b
c
d
e
f

16

14

12

10

8

6

4

2

0
1

Table II presents an overview of the results from the 6
evaluated scenarios, showing the total number of transmissions calculated from 100 trials. In all cases the inefficiency
of considering each transmission separately is clear. Our
evaluation shows that clustering approach results in an
improvement of between 6.87% and 14.11% compared to
considering transmissions by destination alone.
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Figure 4.

Scenario b
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16

Set
a
b
c
d
e
f

Individual
3985
5181
4702
4488
4790
5513

By Destination
1150
1476
1354
1271
1371
1573

Clustered
1062
1331
1261
1123
1275
1351

Reduction
7.65%
9.82%
6.87%
11.64%
7.00%
14.11%
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Table II
S CENARIO R ESULTS
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The inefficiency of considering each frame individually is
shown in Figure 3, with the benefit offered by the binomial
approaches clear. Figures 4-8 show the clustered approach
consistently provides a improvement over considering transmissions solely by destination. In some cases a reduction of
up to 4 transmissions is recorded representing a reduction
of 20% in transmission time which must be allocated.
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Figure 5.

Scenario c

VI. C ONCLUSIONS
This paper discussed dealing with channel induced errors
in a TDMA-based MAC system. We described the cause
and characteristics of errors in a contention-free wireless
environment, introducing the bursty error phase as a cause
of errors and reception failure.
We discussed a number of approaches to calculating the
number of transmissions required to successfully transmit
each frame. Through the combination of a flexible TDMA
channel access approach and the application of the binomial
distribution a significant reduction in the transmission time
required was noted.
We highlighted that with a group of destinations the
binomial distribution may not be optimal and exploited this
by clustering together destinations with similar transmission
probabilities in order to minimise the overall number of
transmissions.
Our evaluation has validated that in the scenarios presented our clustering approach reduces the transmission
time required to meet application reliability requirements,
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Scenario e

thus enabling a more efficient use of the limited resources
available.
A. Future Work
Our future work will focus on the further optimisation
of the clustering approach, through the variables considered when determining which destinations to cluster. Given
binomial characteristics the variance between transmission
success probabilities may be a more efficient variable.
We intend to incorporate the clustering approach as part
of the admissions control within HD-TDMA [6] to provide
a real-time wireless communication system.
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Abstract
The intrinsic properties of Wireless Sensor Networks
(WSN) such as their ad-hoc infrastructure, energy constraints, and limited availability of resources, constitute an
unfavorable environment for end-to-end timeliness guarantees. Many existing solutions are based on a timeliness
notion borrowed from real-time systems, which can only
express strict end-to-end deadlines for individual messages.
However, it is practically unfeasible to impose these timeliness requirements in WSN without overestimating the network capacity.
In this paper, we present a generalized notion of timeliness
suitable for the unpredictable environments of WSN. This
notion allows to express a target time interval and the level
of confidence of a sequence of messages arriving within the
interval. The generalized notion provides means to capture
the probability of the end-to-end transmission delays of a
sequence of messages within this interval. This notion fits
the general requirements of time-sensitive applications while
at the same time allows to cope with the unpredictability of
real WSN.

1. Introduction
The inherent properties of Wireless Sensor Networks [1]
(WSN) constitute an unfavorable environment for
timeliness guarantees [2]: ad-hoc infrastructure, strict
energy constraints, and limited availability of resources,
combined with the exposure to uncontrolled environments
(e.g. nature) as well as external interferences (e.g. RF noise)
increases the uncertainty of successful transmissions.
The communication mechanism of WSN is based on hopto-hop message forwarding schemes in which intermediate
hops direct messages to one, or several neighbors until the
destination is reached. However, the accomplishment of this
task is jeopardized by additional aspects such as mobility
and lack of global network coordinators.
There is a growing interest in overcoming these restrictions
This work is partially financed by the European Commission under
the Framework 6 IST Project ”Wirelessly Accessible Sensor Populations
(WASP)”.

to effectively provide end-to-end timeliness guarantees
in WSN [3]. Unfortunately, it is practically unfeasible
to determine strict end-to-end delivery delays without
overestimating the network capacity.
One fundamental problem is that the adopted notion of
timeliness is directly borrowed from classic real-time
literature [4]. Hence, the problem to be solved is reduced
to providing deadlines to each individual message and a set
of additional mechanisms which try to enforce them.
However, the uncertainties of wireless networks, and
particularly of WSN, are such that individual messages
are always subject to unbounded transmission delays [5].
Satisfying individual deadlines is not feasible a priori,
unless additional presumptions about the network are
taken [6].
Many of the existing methods introduce implicit assumptions
on the underlying models which are required to ensure
feasibility. These assumptions are typically related to
static and regular topologies [7], symmetry of the radio
propagation patterns [8] or absence of environmental
interferences. However, by doing so these methods restrict
their applicability to specific scenarios which may not be
representative of real deployments.
In this paper, we propose a generalized timeliness notion
which provides enough flexibility to suit the characteristics
of WSN without restrictive assumptions. Instead of aiming
at strict deadlines for individual messages, the generalized
notion focuses on the timeliness capacity of a sequence
of messages. The notion allows to express the end-to-end
timeliness requirements by means of a target time interval
and a confidence level. Hence, it is possible to relax the
requirements imposed by methods based on strict deadlines
while still providing valid means to evaluate timeliness
performance.
The generalized notion of timeliness is more suitable to
the principles of WSN. Unlike the classic notion from
real-time, it allows to capture the timeliness performance
of a sequence of messages rather than individuals which
diminishes the effects of unbounded end-to-end delay
transmissions. Note that it is a generalization of the classic
notion of timeliness as it also allows to express the same
level of strictness.

The rest of the paper is organized as follows: Section 2
explores the related work in this field. Section 3 introduces
the generalized notion of timeliness with more detail, followed by Section 4 which provides an example to illustrate
its applicability. Finally, Section 5 concludes the paper.

2. Related work
Ongoing research to introduce real-time guarantees in
WSN is carried out at many different levels. In [3] a survey
of the current state-of-the-art is presented. Additionally,
an overview of the problems in combined soft and hard
real-time solutions covering the whole network stack as
well as open challenges are discussed.
At the routing level, work in [9] and [10] assign velocities
to messages which must be kept in order to fulfill their
timeliness requirements. However, both assume static
networks and nodes equipped with localization capabilities.
In [11], delay guarantees are provided by means of a
TDMA scheme at the expense of limiting the length of
routing paths.
Traffic regulation mechanisms are also explored as means
to provide end-to-end guarantees using queuing models.
In [12], the combination of queuing models and message
scheduler, turns into a traffic regulation mechanism that
drops messages when they loose their expectations to meet
predefined end-to-end deadlines. Additionally, an example
is given to approximate the delay distribution of each hop in
the event of instability by means of a Gaussian distribution.
Other probabilistic methods to achieve QoS have been
approached by different authors. For CPU scheduling,
the notion of probabilistic deadlines and execution time
distribution is explored in [13]. In [14], different levels of
quality of service are considered with respect to timeliness
and reliability providing probabilistic multi-path forwarding
to ensure end-to-end delays. Note that despite these methods
apply probabilistic techniques to their algorithms, they all
aim at satisfying strict deadlines for individual messages.
In [15], the authors introduce an analysis of the impact of
mobility in achieving timeliness guarantees. Additionally, a
prioritized event transmission protocol based on a proactive
routing protocol and resource reservation is foreseen,
although the authors take the assumption of a predictable
medium access protocol.
A common notion of timeliness, based on the assignment
of strict end-to-end deadlines to each individual message
is applied in the work referred. Not surprisingly, they
all present a number of assumptions with respect to the
network which restring their deployment.
With respect to the MAC level, much of the existing
research is based on TDMA scheduling of neighbor nodes
(e.g. [16]), hence constructing a schedule of transmissions

with contention free periods. However, although valid results are obtained in controlled environments, the common
restriction of these methods is the assumption of errorfree communications. Moreover, the complexity of such
strategies, specially in mobile networks, forces the addition
of global network coordinators, which discourages their use.
Alternative approaches exist, such as [17] which achieves
hard real-time guarantees given an hexagonal topology of
static nodes. This requirement is later relaxed in [18] although it still relies on static nodes. Besides, both methods
are built on the assumptions of bounded network density and
optimum communication conditions.
Analytical solutions have also been studied. In this direction,
[19] approaches a sufficient schedulability condition to guarantee end-to-end delays in multi-hop WSN. Nevertheless,
it is based on specific assumptions on the message transmission times and channel transmission speeds, as well as
network density and path lengths. Moreover, it is practically
unfeasible to produce analytical models capable to capture
the dynamics of a real WSN. Assumptions, again, are
necessary in order to adjust reality to the models.

3. Notions of timeliness
The concept of timeliness currently exploited in WSN
is greatly influenced by the one originated in real-time
networks. In particular, attention is centered around temporal
guarantees of individual messages by means of fulfilling
deadlines. Each message receives an end-to-end deadline
which delimits the time to reach the destination. If the
message has not been delivered after this instant, it is likely
to be dropped at one of the intermediate hops, depending
on the routing policy. Certain routing strategies will drop
messages before the expiration of the deadline if they
estimate that the deadline cannot be met.

3.1. Meaningful notion of timeliness
We explore a different approach to achieve a better
alignment between the network capabilities and the desired
timeliness requirements. Instead of constraining the methods
to fulfill idealized timeliness properties, we propose to relax
the concept of timeliness, to suit the particularities of WSN.
We considered the following requirements:
1) The way in which timeliness requirements are expressed should not encourage applications to demand
unfeasible degrees of performance that the network
cannot provide. Hence, given the unfeasibility of WSN
to guarantee single deadlines, applications should express their demands at a higher level than individual
messages.
2) A notion of timeliness expressing only success or failure, i.e., deadline met or not, is of only limited value
to WSN. Rather, a continuous function to embody the

End−to−end Probability Density Function

By considering a sequence instead of individual messages,
it is possible to work around the indeterminism of WSN and
still provide meaningful values. Furthermore, the selection
of the probability level and the length of the interval allows
the specification of strict timeliness yet providing additional
levels of flexibility which adapt to the peculiarities of WSN.
Moreover, this notion is adequate to evaluate the end-to-end
timeliness performance as well as to express requirements
in a way that does not demand excessive levels of precision
that the network cannot achieve.
Figure 1 shows the probability density function (PDF)
obtained by simulation of a routing path of length 5 hops
as depicted in Figure 2. Each intermediate hop of this
path had two neighbors and each hop on the network
(including those forming the path) generated traffic with a
time between messages following an exponential distribution
with parameter λ = 15s.
The artificial load was set to simulate the effects of cross-
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1) Our notion expresses timeliness properties of a sequence of messages, which makes it possible to cope
with the undeterminism individual delivery delays in
WSN and still provide meaningful values. Note that a
sequence of message can be any series of messages as
long as they follow the same route inside the network.
2) A time interval (ti , tj ) with tj > ti ≥ 0, which sets
the acceptable end-to-end delay bounds for a sequence
of messages.
3) The level of confidence for the required end-to-end
interval, expressed by means of a probability 0 < p <
1 of successful arrivals within the interval.
4) The end-to-end delay distribution function, used as
a timeliness indicator, which allows to capture the
probability density of the sequence of messages arriving within the interval. The function, which can be
obtained at run-time, provides sufficient information
to determine the probability of sequences of messages
arriving within the specified interval.
5) The selection of the probability level and the length of
the interval allows the specification of strict timeliness
yet providing additional levels of flexibility which
suits the particularities of WSN. Thus, our notion is a
generalization of the classic timeliness notion.

Density

The generalization of the notion of timeliness that we
propose supports these requirements and is composed of the
following parts:

0.15

level of conformance with respect to the timeliness
performance is more suitable to the properties of
WSN.
3) The capability of WSN to enforce strict end-to-end
timeliness requirements is reduced and variable at runtime. Hence, a meaningful notion of timeliness should
allow applications to express a level of confidence for
the aimed timeliness performance.
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Figure 1. Expressing timeliness by means of the endto-end distribution (PDF)

Figure 2. Simulation scenario

traffic on a segment of a big network. Additional messages
were generated periodically every 30s at the source of the
path and its end-to-end delay captured at the sink.
This scenario was simulated by means of the network
simulator Omnet++ [20] [21] and Mobility Framework [22].
The routing path was manually fixed for this experiment and
all messages on the network were directed to the sink. The
chosen MAC protocol was Wisemac [23].
In this example, the timeliness requirements correspond
to the interval (4s, 8s). Hence, the area bellow the pdf
curve represents the probability of end-to-end delays to fall
within the interval. At run-time, it is possible to analyze the
percentage of messages from a sequence which fulfill this
timeliness requirement.
Figure 3 depicts the estimated cumulative distribution func-
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To illustrate the applicability of the proposed notion of
timeliness, we derive a sample scenario from a general
Elderly Care use-case [24]. The goal of the application is
providing automatized monitoring of elderly people in a care
house. Sensor nodes are attached to the patients to monitor
their general health and well being, with special interest in
aspects related to mobility and temperature.

4.1. Scenario
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Figure 3. Expressing timeliness by means of the endto-end distribution (CDF)

tion of the same experiment with an additional line illustrating the classic strict timeliness notion (dl). The probability
of fulfilling the timeliness requirements is highlighted and
represents approximately 60%.
Both figures, illustrate the relation between the bounds of
the time interval and the achieved probability. Notice that
both factors are directly dependent of each other.

3.2. Run-time considerations
Existing protocols and methods can be adapted to capture
the end-to-end delay distribution used in the timeliness
notion presented in this paper. However, there are a number
of considerations to take into account to obtain satisfactory
results.
•

•

•

4. Applicability examples

The end-to-end distribution of message delivery delays
is not constant over time, thus estimations on the endto-end delay distribution must continuosly adjusted.
Methods to dynamically estimate end-to-end distributions at run-time adapting to dynamic changes of the
network must be explored.
Sensor nodes are equipped with limited resources.
Thus, computations must be of low complexity and
limited memory usage.
Sharing global knowledge is expensive in terms of
broadcasting messages. The estimation of end-to-end
distribution should not generate additional traffic on the
network and make use of local information to perform
the calculations.

The description of the scenario is as follows:
• Approximately 20 patients living in the same home (20
rooms in four floors).
• Two sensor nodes per patient: one equipped with a 3D
accelerometer and a one with a temperature sensor.
• Two operation modes: normal and special.
The data transmission rate depends on the operational mode.
In normal mode, nodes process their data after acquisition
and transmit messages at a low frequency with respect to
the sampling rate (e.g. average temperature), whereas in
the special mode data is sent without processing for every
sample.
Lets look at a patient recovering from a major fall. In this
case, the information from the accelerometer is constantly
transmitted to monitor the patient’s mobility. The locomotion
analysis processes the accelerometer data at a frequency
ranging between 20 and 50Hz. The sensor nodes of other
patients, which do not require such special monitoring,
process their data by means of a local algorithm which
generates an output at a much lower frequency (e.g. 1Hz).
Several time constraints appear due to the nature of the
measurements. In the normal operation mode, some latency
is well tolerated by the system. However, the special mode
requires the data to be delivered within a few seconds to
allow detailed locomotion monitoring.

4.2. Classic timeliness notion
The classic notion sets end-to-end deadline to each transmitted message. Lets assume that these are set to 15 seconds
for normal mode and 2 seconds for the special.
Note that these values are chosen off-line, hence without any
concrete knowledge of the network status. Therefore, either
if a patient is close to the base station with direct connectivity or it is several hops distant, these deadlines are to be met.
Furthermore, the timeliness requirements are expressed in a
strict manner, without taking into account whether it is one
single patient which requires special monitoring or many
of them. However, the bandwidth availability and response
time could greatly differ in both situations.
Most existing routing protocols would try to enforce the

fulfillment of deadlines. However, it is expected that at a
given time, either because the patient moves away from
the base station, or due to the additional traffic generated
by other nodes, some deadlines will be missed. In such a
case, the common procedure is to drop messages without
expectations to achieve the destination and save some bandwidth for other messages that still can make it. Alternatively,
the message might be transmitted in spite of missing its
deadline. However, in both cases the transmission will be
accounted as a failure.

4.3. Generalized timeliness notion
Following the notion presented in this paper, the procedure changes the perception of timeliness requirements
both at the application as well as at the network level. In a
first instance, the application does not express strict end-toend deadlines for individual messages but rather acceptable
intervals for sequences of messages. In the example, this
can be expressed in the way of requesting messages in the
special mode to be delivered within the interval (1s, 3s) with
a probability of 80%. This way, a desired end-to-end delay
distribution is expressed.
The difference with respect to the classic notion is that
the effects of the unpredictability of WSN are taken into
account. Hence, individual messages missing their deadlines
are accepted as long as the end-to-end distribution satisfies
the constraint. Only when the distribution of the sequence
of message exceeds the expected distribution actions are to
be taken.
The generalized notion of timeliness provides hooks to
apply mechanisms enhancing the network behavior. For
instance, by exploring trade-offs to increase the timeliness
performance of intermediate hops at the expenses of higher
energy consumption (e.g. discover new routes, increase duty
cycle of intermediate hops, re-adjust the radio transmission
power, etc). If the network stack (e.g. routing protocol)
determines that the requested timeliness performance is not
feasible, it is of no sense to continue accepting messages
from the application layer without the proper adaptations
to the current network status. Hence, the adequate feedback
channel must be established with the application. For instance, the network stack may inform the application that
only 60% of the messages arrive within the required time
interval (1s, 3s) while 80% of them do it within (2s, 4.5s).
The decision whether to relax the interval bounds or accept
the lower probability is left to the application.
This procedure contradicts the classic notion in which
the requirements are expressed in an unilateral way, and
the network stack has no option but to deal with them.
Possible actions are to adjust the sampling rate, perform
local processing on the data or accepting that the sequence
of messages will be delivered with a worse timeliness
performance than it was originally desired.

5. Conclusion
In this paper we proposed a new notion of timeliness
suitable to cope with the inherent properties of WSN. We
argue that the classic approach is not appropriate as it forces
existing solutions to introduce restrictive assumptions in
order to achieve otherwise unfeasible performance levels.
The generalized notion, permits a better expressiveness of
time requirements and reflects more precisely the timeliness
performance of a WSN. Moreover, it facilitates the exploitation of trade-offs and introduces enough flexibility to cope
with the uncertainties of WSN.
Further work in this area is currently carried out to develop
new protocols based on this concept, as well as to exploit
possible timeliness trade-offs. A routing protocol to exploit
at run-time the timeliness notion presented in this paper is
under development.
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Abstract—When the Internet was born, the purpose was to
interconnect computers to share digital data at large-scale. On
the other hand, when embedded systems were born, the objective
was to control system components under real-time constraints
through sensing devices, typically at small to medium scales.
With the great evolution of the Information and Communication
Technology (ICT), the tendency is to enable ubiquitous and
pervasive computing to control everything (physical processes
and physical objects) anytime and at a large-scale. This new
vision gave recently rise to the paradigm of Cyber-Physical
Systems (CPS). In this position paper, we provide a realistic
vision to the concept of the Cyber-Physical Internet (CPI),
discuss its design requirements and present the limitations of
the current networking abstractions to fulfill these requirements.
We also debate whether it is more productive to adopt a
system integration approach or a radical design approach for
building large-scale CPS. Finally, we present a sample of realtime challenges that must be considered in the design of the
Cyber-Physical Internet.

I. I NTRODUCTION
The vision towards large-scale distributed computing systems is currently evolving to a new frontier, where computation is no longer decoupled from its environment. This
sight stems from the need to integrate external physical data
and processes with computations for sake of pervasive and
ubiquitous control of the surrounding environment. However,
it is commonly known that this integration is not a new concept
as it has always been the case with embedded systems. In fact,
embedded computing systems are intrinsically dependent on
their environment where they are deployed through sensing
physical processes. As computing becomes increasingly integrated into our environment, traditional embedded systems
has found their limits in satisfying the new requirements of
massively networked embedded systems. On the other hand,
the Internet has been providing a worldwide infrastructure
for data sharing and information retrieval. However, Internet
applications have been driven by the need to exchange logical
information at large-scale; nevertheless, the mapping between
the physical environment and the logical information has not
been considered in the design of those applications. Thus,
the convergence of the Internet with embedded systems is
an important milestone for enabling large-scale distributed
computing systems that are tightly coupled with their physical
environment. On the one hand, a first step towards this
convergence has been put into practice by Radio-Frequency
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Identification (RFID) based systems, which have enabled the
concept of network of physical objects, commonly known as
Internet-of-Things [1]. In November 2005, the International
Telecommunication Union (ITU) produced an executive report in the World Summit on the Information Society that
summarizes the basic concepts of Internet of Things, related
technologies, challenges and concerns, market opportunities,
etc. Clearly, RFID has been considered as the key technology
for Internet-of-Things.
On the other hand, the Wireless Sensor Networks (WSNs)
paradigm has emerged as another alternative to networks of
physical events, which supports the control and monitoring
of physical phenomena in the environment through sensing.
Some other alternatives considered the use of sensor-based
mobile phones for monitoring everyday items through cellular
networks [2]. All of these approaches fall into the concept of
Cyber-Physical Systems (CPS), which are systems deployed
in large geographical areas and generally consist of a massive
number of distributed computing devices tightly coupled with
their physical environment. Fig. 1 presents the main components of cyber-physical systems.
The frontier between CPS and Internet-of-Things has not
been clearly identified since both concepts have been driven
in parallel from two independent communities (i.e. sensor
networks and RFID, respectively), although they have always
been closely related. The history returns itself as this situation

may be thought to be similar to the design of the Internet
(driven by the TCP/IP community) and Telecommunication
networks (driven by International Telecommunication Union
- ITU) in the early eighties. However, with the emergence of
the recently released 6LoWPAN [3], the convergence between
CPS and Internet-of-Things becomes a real fact as it enables to
use the Internet as supportive infrastructure to sensor networks,
similarly to its integration with RFID systems.
The current status of these new emerging cyber-physical
systems recall to the mind the age just preceding the birth of
the Internet, when networks were scattered and private mainly
due to lack of standards. Similarly, CPS are currently scattered
and private networks, each performs specific tasks related to
the environment where it operates. The main challenge in
the design of CPS is how to enable the interconnection and
interoperability of all these scattered networked embedded
systems into a single large-scale network that satisfies all their
requirements. There are a number of handicaps that hinder
the set-up of a unified network for cyber-physical systems. In
addition, one important question is whether it would be better
that the design of CPS follows a system integration approach,
which consists in integrating heterogeneous networks together
to form a CPS, or a radical design approach (as it was
claimed in several papers [4]–[6]), which consists in building
CPS from scratch.
In this position paper, we first present and criticize the recent
vision towards the design of CPS radically from scratch and
we show that realism imposes not to lose legacy. We show that
the real current trends address the challenge of interoperability
between existing heterogeneous systems to form a universal
network interconnecting not only data but also objects and
physical events. Finally, we present the networking abstraction
and challenges for the design of the Cyber-Physical Internet
(CPI).
II. T HE D ESIGN D ILEMMA
As of the emergence of CPS, there were many calls to
rethink the computation foundations to cross a new frontier
towards future cyber-physical networks [4]–[6]. This is a pretty
nice statement to trigger new theoretical research challenges;
however, in the practical sense, it may face serious limitations.
Although it is obvious that computation paradigms must be
adapted to the new requirements that arise with the emergence
of the cutting-edge cyber-physical technologies, adopting a
radical design approach, as it might be understood from the literature [5], [6], seems to be not pragmatic, at least in medium
to short terms. During the modeling process of large-scale
complex systems, it is always important that designed models
ensure the best trade-off between their different requirements;
however, when taking a look to history we can realize that
real systems that spread out into the market does not really
fulfill the objectives of the theoretically expected models. A
straightforward question is: ”Will Cyber-Physical Systems face
the same fate?”

As a matter of fact, two worldwide standard technologies
perfectly embed this belief: IP (Internet Protocol) and IEEE
802.11 (hereafter, WiFi). These two standard protocols are
commonly known to be rather poor in terms of efficiency and
Quality-of-Service (QoS). Several patches have been proposed
for IP (such as Integrated Services, Differentiated Services,
etc.) as well as for WiFi (e.g. IEEE 802.11e extension) to
enhance their performance. In spite of efficiency and QoS
shortage, these two protocols have been widely and quickly
spreading since their release. On the other hand, other more
sophisticated protocols such X.25, ATM or HyperLan have
been designed with more care to achieve higher efficiency
and better QoS, but did not gain too much space in the
commercial market. It appears that there is always a gap
between how new systems are expected to operate and how
they do operate in reality. The reason is that the vision of
the market stakeholders is different from the vision of academic researchers, as the former do not care about optimized
efficiency, but rather reduce the time-to-market and cost of
real products. Hence, it can be easily noticed that, in practical
terms, the modeling paradigm is to quickly design, implement
and put-into-market simple solutions that (1) just work, (2)
fulfill basic requirements and (3) can be patched to plug new
functionalities or to improve their behaviors. Therefore, it
seems that rethinking the current computation foundations to
build large-scale CPS is not pragmatic. Instead, it seems that
it is more natural to take profit from the legacy infrastructure
to achieve the large-scale CPS objectives. We thus believe that
research efforts must focus on the system integration approach
for enabling very large-scale CPS, which we refer to as the
Cyber-Physical Internet. Consequently, interoperability is the
key challenge to build large-scale heterogenous cyber-physical
networks. In addition, it is necessary to take into consideration
the specificities of CPS in the integration process of existing
networks, in particular the nature of the manipulated data, as
discussed in the next section. One question may thus arise:
”What will be the core protocol for the prospective CPI?”.
Definitely, IP is the legacy protocol that will play the key role
in the future Cyber-Physical Internet. IP has been thought for
so long — since the birth of the sensor network paradigm —
as being non compatible with the requirements of sensor-based
systems. However, this thought has been recently revisited [7]–
[9] and with the emergence of 6LoWPAN [3], [9] that embeds
IPv6 on top of the IEEE 802.15.4 [10] as an alternative to
ZigBee [11] Network Layer. The challenge has been won by
the IETF 6LoWPAN Working Group and 6LoWPAN becomes
a serious competitor to ZigBee as it enables to seamlessly
merge the sensor network world with the Internet, which
ZigBee is not able to. However, if 6LoWPAN wins in terms of
high degree of interoperability with existing networks, it still
needs to justify its efficiency in terms of energy-efficiency
and real-time guarantees. In fact, the design objectives of
6LoWPAN are likely to put more weights on interoperability
and integration with the Internet rather than on the typical
requirements of sensor networks. Optimizing the trade-off
between those design objectives remains a research challenge.

III. N ETWORKING A BSTRACTIONS OF THE
C YBER -P HYSICAL I NTERNET
Cyber-Physical Layer

In this section, we define the requirements that have to
considered in the specification of the networking abstractions
of the Cyber-Physical Internet, which can roughly be viewed
as the large-scale universal network that interconnects several
heterogeneous CPS. We consider a CPS as a mixture of
several and different networks that monitor physical objects
and events, including WSNs, RFID-based systems, mobile
phones, etc.
Future massively networked embedded systems require new
standards for achieving interoperability. In fact, prospective
large-scale CPS should not be foreseen as separated and
dispersed systems, but as a unified system that seamlessly
interconnects heterogeneous cyber-physical components. The
challenge will be to build a global network that interconnects
all cyber-physical devices and provide plug-and-play services
to the end-users in a completely transparent way. It is therefore
necessary to rethink the current networking abstractions to
ensure a worldwide interoperability of cyber-physical devices.
This requirement imposes the design and the development
of new standardized protocols for cyber-physical systems.
These protocols have to be designed while taking into account
the properties of the environment, where the CPS will be
deployed. The IP protocol stack model and the WSN protocol
stack model [12] feature fundamental limitations that must
be addressed in the design of the Cyber-Physical Internet. In
fact, the current protocol layers make a total abstraction on the
nature of data to be processed, thus it is not possible to design
protocols tightly coupled with their external environment. It
is therefore necessary to propose an extended protocol stack
model for CPS that also integrates the properties of the
physical environments. Fig. 2 presents the potential reference
architecture for the CPI.
The protocol stack architecture for CPI must include an
additional layer, the Cyber-Physical Layer (CY-PHY layer),
which provides an abstract description of the properties and
nature of cyber-physical data. This layer must provide the
set of protocols to universally represent data in a unified and
structured way. In addition, the CY-PHY layer should provide
services for lower layer protocols to support an efficient crosslayer design of the underlying application and communication
protocols. This means that all protocol layers have to adapt
their behavior according to the information provided by the
CY-PHY layer. For instance, in the context of health care
monitoring, the information provided by the body sensors will
have a significant impact on the behavior of the protocol suite
designed for this application. In fact, depending on the type
and the nature of cyber-physical data, several changes may be
imposed in the protocol layers, namely:
Physical Layer: The input from the CY-PHY layer can
lead to changing some properties of the physical channel
such as the channel frequency band and the modulation
scheme depending on the requirements of the cyber-physical
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in radio technologies with the design of software radios and
cognitive radios, which offer better flexibility to adapting radio
properties to the user requirements.
Medium Access Layer: The MAC layer usually grants different operational modes and services for higher-layer protocols
such as synchronized or unsynchronized modes, different levels of Quality-of-Service (QoS), energy management services
(e.g. duty cycle) etc. In CPS, the dynamic behavior of the environment would significantly impact the operational behavior
of the MAC layer, which must be adaptive to the CY-PHY
data. For instance, the decision to switch from synchronized
operational mode to unsynchronized mode (or vice-versa) or
the adaptation of the duty cycle must be driven by the CY-PHY
layer. This can be achieved by some existing technologies
such as the IEEE 802.15.4 protocol, which offer the beaconenabled mode (synchronized) and the non beacon-enabled
mode (unsynchronized) in it MAC layer. This interaction
between the MAC layer and CY-PHY layer is very important
to enable a close-loop control of the QoS based integrated
with the status of the monitored environment.
Network Layer: The Network Layer provides routing and
data aggregation services. The cross-layer interaction between
the Network Layer and the CY-PHY Layer is necessary to
define the adequate routing strategies and data aggregation
mechanisms. For example, the aggregation functions used
for processing temperature information would be completely
different from those used for accelerometer or bio-medical
sensory data. In addition, the selection of the routing mechanism or the parameters affecting a given routing protocol may
depend on the nature of the data and also from the status of
the environment.
Transport Layer: Transport protocols have not been extensively investigated for CPS (e.g. wireless sensor networks,
embedded systems), although it is of a paramount importance
to specify different degrees of reliability with respect to
the end-to-end delivery of data. This naturally implies three

classical tasks in the transport layer including (i) reliable transport, (ii) flow control and (iii) congestion control mechanisms.
The Internet already provides the connection-based TCP and
connectionless UDP transport protocols for providing guaranteed and best-effort services, respectively. These heavyweight
protocols are not suitable for CPS applications, which raise
the need to rethink new transport protocols that cope with the
requirements and properties of CPS. A real challenge with
regards to transport protocols is to design reliable transport
protocols without the need to send back acknowledgements
to the source nodes to avoid drowning the network with
increasing control traffic.
Application Layer: In CPS, the application layer is responsible of processing data and extracting useful information
with respect to the application objectives. One main challenge
is to provide standard distributed signal processing algorithms/protocols for each potential CPS applications. This will
encourage the development of CPS applications and reduce the
time-to-market and cost.
IV. R EAL -T IME C HALLENGES FOR CPS

research. Distributed and adaptive resource allocation
in synchronized multi-hop sensor networks, where
resources must be adequately allocated depending of
the physical/logical network changes, represents one
interesting research problem. In synchronized WSNs, it
is naturally more efficient to grant resources (bandwidth,
memory) to active sensor nodes involved in critical
tasks. The use of static allocation plans is clearly
not efficient for highly dynamic and mobile systems
as they do not adapt to the system changes. On the
other hand, the centralized adaptive synchronization
induces a significant amount of computation and
communication overheads, which cannot really work in
resources-constrained WSNs, due to its complexity and
non-responsiveness. We need to find new approaches
for adaptively managing resources for synchronized
and mobile multi-hop WSNs in a distributed, efficient,
transparent, and most importantly real-time way.
•

Timing Guarantees: The provision of deterministic
real-time guarantees in unpredictable wireless ad-hoc
and sensor networks is considered as a questionable
issue. In the literature, most of the papers dealing with
deterministic guarantees assume that channels are error
free. While this assumption might be correct for very
extreme and rare cases, where wireless links are very
stable and of a high quality, most of the real-world
applications refute this assumption, since the majority
of the wireless links are typically located in the gray
region, where links are highly variable and unstable.
The notion of real-time guarantees must be revisited, as
we need to find new means to characterize deterministic
performance under channel uncertainty. Claiming that a
wireless network deterministically provides a delay bound
would not make sense. One interesting characterization
is to associate a confidence level with each guaranteed
delay bound. The objective of the associated confidence
level is to quantify the uncertainty on the guaranteed
delay bound, as illustrated in Fig. 3. The main idea
consists in computing the delay bounds taking into
account the number of possible retransmissions, and to
statistically determine the distribution of the number of
retransmissions in a given channel. Fig. 3 shows the
delay bounds and the cumulative distribution function
(CDF) for different values of number of retransmissions
due to channel errors. The CDF helps on bounding
the maximum number of retransmissions with a certain
probability, which defines the confidence level. In
this case, it is possible to determine the delay bound
that corresponds to the the maximum number of
retransmissions, with an associated confidence. For
instance, in Fig. 3 we can observe that the delay bound
is equal to 0.35 time unit with a confidence level of 97%.

•

Performance Compositionality: The end-to-end delay
analysis in CPS is a complex and stimulating problem,

Real-time usually imposes serious challenges in the design
of cyber-physical systems. However, this issue must be carefully analyzed and some of the concepts must be revisited.
There are several promising research directions in the realtime area. In what follows, a sample of potential directions
are presented:
• Operating systems: It is important that operating systems
supports real-time, although it induces additional design
complexity. The main challenge is to achieve an optimal
balance between several important features needed by a
CPS operating system, including modularity, effective
hardware/software split, hardware abstraction, energy
efficiency, and real-time [6]. The most widely used
operating system, TinyOS, represents a promising
solution for CPS as it addresses most of those
requirements. However, the lack of real-time support
represents a serious limitation in TinyOS for developing
real-time protocols and synchronization mechanisms
[13]. The lack of pre-emption and prioritization in
TinyOS is a main handicap for providing predictable
timing behavior at node level. In many cyber-physical
applications, where timing constraints must be respected,
reliability and real-time are very much coupled. It is
therefore fundamental to consider timing guarantees for
building reliable systems. As a matter of fact, the lack
of real-time in TinyOS has prevented the release of
standard-conforming IEEE 802.15.4 protocol stack for
both open-ZB [14] and TKN implementations [15], [16].
In [17], the authors demonstrated that the behavior of the
IEEE 802.15.4 implementation has been much reliable
when implemented over ERIKA [18], a promising
real-time operating system for embedded devices.
•

Networking protocols: From the networking perspective,
real-time imposes several challenges still open to
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in particular due to their heterogeneity. Traditional
end-to-end delay analysis basically derives system-level
delay from component-level delays, and this paradigm
has been known to be inefficient. More sophisticated
techniques use composition theorems to transform a
multi-component system into a one-component system,
thus reducing the complexity of the end-to-end analysis
[19], [20]. In [19], [20] the authors presented a complete
framework to systematically transform distributed realtime systems into a single system, which is used to infer
the end-to-end schedulability of the original system.
Although these works represent a pioneer contribution
towards performance compositionality in distributed
real-time systems, their traffic model — based on the
schedulability analysis theory — is rather restricted to
periodic/aperiodic streams and constant execution times
(i.e. worst-case execution time), which is not enough
generic for modeling heterogenous CPS applications.
On the other hand, Network Calculus formalism, which
relies on more generic traffic models (defined by
their upper bound curves) [21], provides concatenation
methodologies for reducing the analysis of a multi-hop
system to a single-hop system by determining an
equivalent service curve for the whole system. The
concatenation analysis, however, has two drawbacks: (1)
The equivalent service curve for a given stream depends
on a parameter θ, whose optimization is quite complex
[22], (2) The analysis relies on rate-latency service
curves, which is not enough generic for modeling
services in heterogenous CPS applications. For that
reason, we need to find adequate system reduction
techniques that rely on general model abstractions for
representing traffic and services, and that take into
account system heterogeneity.
•

Data aggregation: As already stated in Section III, the
current Internet protocol layers make a total abstraction

on the nature of data to be processed. However, many
CPS applications are not interested in the data itself but
they are rather interested in high-level queries about the
physical world. It is possible for a user to request that
each sensor delivers its sensor reading and then computes
the result based on all those sensor readings. Nevertheless, such an approach generates an enormous amount of
data traffic something that (i) increases the time required
to obtain the result of the query and (ii) wastes energy
of sensor nodes. Performing information processing inside the network, for example allowing routers to also
process incoming packets before forwarding, can lead to
significant improvements however. This is often referred
to as data aggregation, content-based network, in-network
processing or data distillation network [23]. Regardless of
its labeling, three important issues remain for the use of
such an approach in Cyber-Physical Internet.
1) Query language specification. There is a need to
define a language in which users can define their
queries and these queries should be injected into
the network. The community of wireless sensor
networks is currently using slightly modified variants of SQL. However, these SQL variants are not
sufficiently expressive. For example, in a scenario
where we desire to detect whether a route is icefree, we may wish that sensor nodes perform signal
processing locally something that is difficult to
perform efficiently with SQL. One approach could
be however that a sensor allows users to install a
device driver on that sensor node and this device
driver acts as a virtual sensor; a virtual sensor
performs a computation based on physical sensors.
For example, a virtual sensor may deliver a Boolean
value ”true” if there is ice close to this sensor
and ”false” otherwise. Then, SQL may be used
to express queries based on the virtual sensors. In
fact, support for such virtual sensors are already
available in a software package called Global Sensor
Networks (GSN) [24] but it is used to be run on a
gateway interfacing with a wireless sensor network
rather than to be run on sensor nodes themselves.
2) Query planning and optimization. The research
community of databases has produced an extensive
literature on query processing of SQL queries. It
typically assumes that the cost (for example time)
of a query should be minimized and the query
planning/optimization attempts to find a way of
executing the query such that the cost is minimized.
These works assume that the cost is dominated by
disk accesses or CPU processing. However, for data
aggregation in CPS, we expect the limited capacity
of the (wireless) communication channel to be the
main bottleneck and therefore query optimization
should strive to minimize that cost instead. This is
non-trivial because (i) knowledge about the (wire-

less) network topology and interference relationships between nodes are needed in order to exploit
parallel transmissions and (ii) some operations can
be performed at great efficiency (such as MIN,
MAX) with a prioritized MAC protocol [25]; the
query optimizer must be aware of that potential
when taking decisions in how to decompose a userquery into operations.
3) Data integrity. When a user asks a query he wants
to be sure that the sensor readings are authentic.
Since data aggregation allows routing nodes to
modify the data payload, normal end-to-end encryption/authentication methods do not work. Therefore,
ensuring data integrity must be an integral part of
the network.
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deal with failures. We assume that: (1) the minimal time
interval between “infire” and “unsafe” state of a node is
chosen as a parameter known beforehand and denoted as
tunsafe. (2) We use necessary transmission range for
connectivity between nodes (according to selected power
level) to approximate the minimal fire spreading time
between two nodes. In practice there are well-known
guidelines for estimating the rate of fire spread, taking into
account building materials, etc. It’s also the case that
obstacles, such as walls, that mitigate radio propagation
also have the effect of slowing fire spread.
When a forwarding choice is used for routing, we add a
timeout to avoid the use of stale and unsafe paths, i.e.,
every node on the path from source s to destination d has a
timeout to record the valid time of each link on this route.
The timeout is updated when node state changes occur
among the neighbourhood. The forwarding choice that
exceeds the timeout value is considered invalid and then
evicted.
We assign an initialised large constant value to represent
the estimated valid time for the node in “safe” state.
When the neighbour node of node i is caught in fire, a
STATE(IN-FIRE) message is broadcast. If node i is in safe
and receives a STATE(IN-FIRE) message from its
neighbours, node i will enters into the “lowsafe” state. The
timeout of node i is updated, i.e., the valid time of node i is
updated, as the minimal time that this node may be caught
in fire and until it is out of function:
timeout(i)=min(spread_time(i, fireneigh(i)))+tunsafe (6)
Then the timeout value of both downstream and
upstream links that are adjacent to node i are also updated
accordingly.
If node i becomes “infire”, the timeout of adjacent links
are updated as tunsafe, i.e., timeout(i)= tunsafe.
Otherwise, if node i becomes “unsafe” by local sensed
data and threshold, then timeout(i) is updated as 0 and the
timeout of the adjacent links are also updated to 0.
The link timeout value is updated as the state of the node
adjacent to the link changes. When a node state is changed
in the fire, the upstream and downstream links that are
adjacent to this node will update the timeout on both links.
For path link (i, j) on each route path, the timeout value for
this link is calculated as:
timeout(path(i, j))=min(timeout(i), timeout(j)) (7)
where timeout(i) and timeout(j) represents the valid time
for each node i, j of the route in fire.
In a building fire, node failures because of fire damage
will trigger routing tree reconfiguration. In case of a path
link timeout value that is lower than a threshold (i.e., the
route path will be invalid very soon), a route
reconfiguration is invoked to find another available route
path before the current one becomes invalid. The
reconfiguration is only invoked by an upstream node i of
the path link (i, j) whose valid time is no less than the
timeout of the link, i.e., timeout(i)≥timeout(path(i, j)). The
routing reconfiguration of the node is invoked as a routing
re-discovery by broadcasting a RTR message to set up a

new route path search. The search of the forwarding choice
is invoked in its neighbourhood table to find if one of the
existing neighbours is eligible to act as a relay or not by
adapting the power to the setting recorded in local
neighbourhood. Otherwise, we will start a new neighbour
discovery process by increasing its power gradually.
The re-discovery stops when it finds another forwarding
choice with a valid route path cached toward one of the
sinks (may be a different sink from current one).

Fig.3 Timeout update in fire and route reconfiguration
Figure 3 shows an example for timeout update in fire.
For sensor f, it reports to sink by route {f, b, i, j, sink}.
After working for a while, sensor i (colored red) senses the
fire occurrence. Then sensor i broadcasts a STATE(INFIRE)
message
to
notify
its
communication
neighbours(colored yellow): a, b, d, j, and c. These nodes
when they receive the message will enter into the “lowsafe”
state. For the state change of sensor i, then timeout(i) is
updated as tunsafe. Accordingly, sensor i will update the
timeout of its upstream and downstream link: (b, i) and (i,
j). As our designed condition for reconfiguration, when
timeout(path(b, i)) and timeout(path(i, j)) is lower than a
predetermined threshold, the routing reconfiguration is
invoked by the upstream node whose timeout is no less
than the link timeout. Then sensor b will broadcast a RTR
message to find a new relay to the sink, i.e., route path {f, b,
c, e, sink}. When it comes to path link (i, j), sensor i is the
upstream node of the link with the lower valid time, then it
will still work on this path (to forward data from sensor i to
sink if needed) until sensor i becomes unsafe.
It is assumed that data packet acknowledgements are
sent at the link layer (not end-to-end). When a node does
not receive an acknowledgement after a certain time, we
assume the downstream link is invalid and reconfigure
routing.

5. Analysis
Lemma 1. The routing graph of the sensor network is
loop-free.
Proof. We suppose that there exists a loop
ABCDE…A in the routing graph. Each node
selects its next node which is has less height (hop count)
towards the sink. When each node is stuck in local
minimum, the node could increase its transmission range to
find another node that has less height towards the sink if it
exists. So we can get:

height(A)<…<height(E)<height(D)<height(C)<height(B)<
height(A). This is a contradiction, so we conclude that the
routing graph of our routing is loop-free.
Theorem1. If a route from sensor nodes to the sink
exists, RTRR can find the route to the sink.
Proof: From Lemma 1, we know that there is no loop in
the routing graph. So the next hop of each node is routed
towards the sink node. Since the number and height of
sensor nodes is limited, so the routes will lead to the sink
eventually as long as the real-time route exists.
Theorem2. If the real-time route from node to sink
exists, RTRR can find such a route path.
Proof. We denote delay(sink, i) as the delay estimation that
is the minimal delay experienced from sink to node, while
delay(i, sink) as the delay from node to sink on the
counterpart route path. We denote T(i, sink) as the realistic
delay experienced from a node to the sink.
In RTRR, we use delay(sink, i) as estimation of delay
time form node to sink in routing discovery to find a route
that meets the lower delay threshold, i.e., using delay(sink,
i) to estimate T(i, sink).
Since we measure average delay with HEIGHT message
using power p0, we get the maximal delay estimation time
delay(sink, i) on the minimum delay experienced from sink
to node within different power levels. In RTRR, we find a
relay node i that delay T from i to the sink with this route
path should satisfy that it is no larger than the delay
estimation on the route path, where Tslack =Tmax -T(s, i):
delay(sink, i) ≤ Tslack
So, T(s, sink) = T(s, i) + T(i, sink)= T(s, i) + delay(sink, i)
≤T(s, i) +Tslack ≤T(s, i) +Tmax -T(s, i) ≤ Tmax.
Otherwise, we increase the power level to find another
forwarding choice j, and such a node j (with increasing
power) exists by satisfying:
delay(sink, j)+ Ave_delay(i, j)≤Tslack
where Tslack =Tmax -T(s, i).
So, the end-to-end delay time T satisfies: T(s, sink)= T(s,
i) + T(i, sink) ≤T(s, i) +T(i, j)+T(j, sink) ≤T(s, i)
+Ave_delay(i, j)+ delay(sink, j) ≤ T(s, i)+ Tslack ≤Tmax.
So we find a route from node s to sink that satisfies: T(s,
sink)≤Tmax.
From the above situations, if a real-time route exists,
RTRR can find a route satisfying that the end-to-end delay
from s to sink is within the delay requirement Tmax.

6. Conclusion and Future Work
We present a novel real-time and robust routing
mechanism that is designed especially for building fire
emergencies. The probability of end-to-end real-time
communication is achieved by maintaining a desired delay
based on estimation and power level adaptation. The
design takes into account realistic application
characteristics including fire expanding, shrinking and
diminishing. Our routing mechanism is designed as a
localized protocol that makes decisions based solely on
one-hop neighbourhood information.

We are currently developing our protocol for evaluation
in the ns-2 simulator, which will also allow comparison
with other related real-time protocols in WSNs. Future
work will include implementation on a testbed we have
deployed at our university.
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