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Inter-arrival Curves for Anomaly Detection

* Inter-arrival curves make good features for reasoning about recurrent
behavior using event traces

* Promising classification results from an offline anomaly detection
framework, however some anomalies go undetected

e Current research interest in online anomaly detection approaches

[1] “Anomaly Detection using Inter-Arrival Curves for Real-time Systems” — ECRTS’16
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Problem Statement & Approach (1)

“Given a set of event traces generated by a well-specified system that exhibits
several modes of operations, check whether a new trace from the same system

reflects any of these modes of operation.”
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Preliminary Evaluation: Multi-Mode Model

Anomaly Detection with c.f 0.9 AreaThresh 0.05 Anomaly Detection with c.f 0.9 AreaThresh 0.05
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Using a single model falsely flags a normal mode of operation as anomalous.



Problem Statement & Approach (2)

“Given a set of event traces generated by a well-specified system in a given
execution scenario, check on-the-fly whether a stream of events from the
same system originates from the same execution scenario.”
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Preliminary Evaluation: Online Anomaly Detection

* Synthetically stream trace data files

¢ Using |T|testingz Amaxand |T|t€5ting << |T|training

Training Scenario Normal Testing Anomalous Testing
Scenario Scenario

50 files 129 files 185 files 84% 0%
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Target Contribution

* Online anomaly detection technique for event traces using inter-arrival
curves

* Multi-mode classification framework using inter-arrival curves for
improved anomaly detection

* Empirically demonstrate the feasibility and viability of the proposed
approaches using event traces from embedded real-time systems
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ABSTRACT APPLICATIONS

Poal-tirin: eviibadided systenis are s gniicant class of applicrions; potied to Offline Anomaly Detection
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reality, An impartant problem for these systems i to detect anemalies during Buitd behavioral training madel from inter-arrival orves,
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data collected from the system at execution time.
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MOTIVATION & CHALLENGES
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+  Challerges Facing Trace Mining for Real-time Systems

High computational mpense of the analysis of data in event traces.
Lack of features specific 1o real-time systems for efective reasoning.
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INTER-ARRIVAL CURVES

= Aspecial Form of arrival curves that considers the inter-arrival behavior of events.
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WORK-IN-PROGRESS

Miuilti-Made Classification
= The single abstract model fails to detect all angmales
= Propose to moded the normal behavior as multiple sub-models.
= Each tub-model cormespands (o one ar more modes of eperation
 Multi-class elinsification detects the ancenatous. moda of aparation,
= Owline Anomaly Detection
= Dwtect snomafies in event s1reams oo the-Thy
= Dvorwholming data geresation rates require sseurate single.pass mpthads

MULTI-MODE CLASSIFICATION
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For efficiency, minimize window size
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Model trained offline using
complete event traces.
Streaming of events it simulated « False pasitives unnecessarily consume
wsing complete test traces. the limited data storage.

CONCLUSION

Inter-arrival curves are a special form of well-known arrival curves,
Inter-arrival curves provide good features for reasoning about recurrent behaviar,
Quantifiable shape-based metrics automate classification for anomaly detection,

Concepts widely applicable:
Varicss types of distrete ewent traces, &g, OF events, fusction calls, CAN mieisages
Different computation functices ahd melrics kT reasoning,
Marioun curve aggregation techniguas for building robust modets

Several promising extensions and applications,
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